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Computer incidents: They 
happen and they occur often

2Copyright 2011 Eugene Schultz – All Rights Reserved:-

• The 2010/11 FBI Computer 
Crime Survey indicated the 
percentage of respondents that 
experienced each of the following

• Malicious code infection - 87%
• Successful phishing - 39%
• Theft of laptop or mobile device 

- 34%
• Bot infestation - 29%
• Insider attack - 25%
• Denial of service - 17%
• Passwords captured via sniffing -

11%
• Financial fraud - 9%
• Wireless network attack - 7%
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A big spike in hacking (1)
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A big spike in hacking (2)
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A threat timeline

1950s 1960s 1970s 1980s 1990s 2000s Present

First 
computer 
crime

First salami 
slicing ploy

Crude attacks 
to obtain 
computer 
access

Remote password 
attacks (often using 
modem access)

First social  
engineering    
attacks

First interna-
tional 
espionage

First worm 
in the wild

Morris 
Worm

Exploitation of 
vulnerabilities

Sniffer attacks

Automated 
scans

DNS cache 
poisoning 

First virus 
in the wild

First DDoS 
attack

Attacks on root 
DNS servers

First PC virus

First IP spoofing

First buffer 
overflow 
attack

SQL injection

Attacks on 
browsers

Web deface-
ments

Wireless attacks

Attacks on Web 
applications

High profile 
attacks
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Sony: Victim of a high-profile 
attack 
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Once is not enough (at least with 
Sony)
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Sony: Will the attacks ever end?
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But the CIA is invincible, isn’t it?
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How about the U.S. Senate?
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Certainly InfraGard is invincible, 
right?
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Data security breaches: The 
statistics are alarming

• A recent study commissioned by Scott & Scott LLP 
and conducted by the Ponemon Institute indicates 
that
 Almost 85 percent of businesses have reported a 

data security breach
 45 percent of the companies have not stemmed the 

breach or have not implemented security measures 
that would prevent a similar attack

• According to the Privacy Rights Clearinghouse, well 
over 600 million pieces of PII have been exposed in 
the U.S. alone since this organization started 
counting data security breaches in 2005
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We are leaking data all over 
the place!

• Personally identifiable 
information (PII)

• HIPAA-protected information
• Proprietary data
• Credit card numbers
• Account information
• Critical infrastructure information
• National security data
• More…
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Who causes the trouble?

• State-sponsored attackers
• Organized crime
• The Black Hat community
• Disgruntled or greedy employees
• Hactivists seeking justice
• Industrial espionage agents
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Geographic distribution of threats
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Unstoppable attacks?
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The “unstoppability” factor

• Today’s attacks are
 Financially motivated
 Launched by teams of experts who have financial 

backing
 Perpetrated by deviants
 Incredibly persistent
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Bad odds!
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Why are we hearing about so 
many more attacks?
• Statistics indicate the number of attacks is 

increasing year-by-year
• If an attack occurs, it is more difficult for victim 

organizations to hide what has happened
• Laws and regulations that mandate reporting certain 

kinds of incidents have been passed 
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What damage really occurs?

• Financial loss through fraud
• Compromise of intellectual property
• Lawsuits
• Fines/penalties
• Loss of customers 
• Reduced value of stock shares
• Harm to people because of reduced safety
• Damaged reputation
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Web applications: The number 
one target of attacks (1)
• Primary goal—to glean data that have monetary value
• Main focus of attackers—exploitable software bugs

 Buffer overflow conditions
 Errors that result in a privileged state
 Ability to escape to a shell that allows command entry
 Allowing database queries that bypass normal access 

restrictions
 Failure to revoke privileges at the end of privileged 

routines
 More

• We’ve been forewarned many, many times
 DHS threat advisories
 MITRE’s Common Vulnerabilities and Exposures
 The SANS Top 25 vulnerabilities
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Web applications: The number 
one target of attacks (2)
• Programmers keep making the same mistakes over 

and over again
• Quality assurance efforts are for the most part not up 

to par
• Solutions are available

 OWASP publishes guidelines for secure coding of Web 
applications

 Tools that identify software bugs so that they can be 
eliminated are readily available
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The situation is not hopeless
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What can stop the acceleration 
of incidents? (1)
• Stephen Northcutt of the SANS Institute has predicted 

that unless there is a turnabout in the practice of cyber 
security, up to 40% of small and medium businesses 
will be forced out of business within five years

• The first step in dealing with security risk is to have a 
realistic understanding of just how serious the problem 
is

– Fortunately, the catastrophic incidents that organizations 
are experiencing are providing a major wake-up call to 
executive management regarding the criticality of cyber 
security

• Many solutions (some draconian) have been proposed 
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What can stop the acceleration 
of incidents? (2)
• Proven, cost-effective security controls such as tools 

that identify vulnerabilities in programs before they can 
be exploited are available

• Patching bugs in systems and applications is also 
critical
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Conclusion

• There are no quick, easy and cheap solutions to the 
problem

• Taking steps towards producing more bug-free 
software could go a long way

• The worst approach is to do nothing
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